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Lab 1: Lab Manual Procedures and Tips
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Topic A: Windows for Business and Industry Lab or Chapter Configuration

Each lab or chapter in the Windows for Business and Industry Series has three main components:
Introduction, Lab and Evaluation. The three main components to each Lab/chapter will have multiple
topics assigned to its structure.

Topic B: Component 1: Each lab introduction has three topics.

Topic Letter | Subject Explanation

Topic A: Lab Objectives In this main topic section we will cover
the learning objectives of the labs.

Topic B: Technology in Business Technology in Business will give an
example of how the Lab is relevant in a
real world business scenario.

Topic C: Lab Definitions Lab definitions help you understand key
terms in the Lab before starting on your
lab. Understanding terms and
definitions are critical to you conquering
the material in the lab.

Topic C: Component 2: Each lab will have multiple topics in order

Each Lab component in the Windows for Business and Industry Series are broken into topic modules.
The topics are presented as small digestible learning modules. The smaller learning modules help avoid
getting lost in the middle of a lab. The smaller topic modules also help you learn each part thus
understanding how the parts and the process make up the entire lab.

There will be multiple topics in the learning labs. See the DNS Server load example below. The example
below would cover fives topics in a learning lab. Each topic would be a separate set of steps to
complete

In the example below you have the DNS installation and configuration topics covered in component
Topics D, E, F, G and H.

Topic Letter | Subject

Topic D: Loading a DNS server from a Syspreped image
Topic E: Configure the DNS Server

Topic F: Loading DNS Services

Topic G: Configure DNS

Topic H: Configure Root Hints for DNS zone resolution




Topic D: Component 3: Each lab summary has three topics

Topic Letter

Subject

Explanation

Topic I: Lab Project The Lab Project is a repeat of the Lab or parts of the lab with
variations and twists. The repetition helps you to gain more
confidence in repeating what you learned in the Lab.

Topic J: Troubleshooting The Troubleshooting Scenario is often a brain storming

Scenario exercise to get you used to approaching problems in the work
place.

Topic K: Business Scenario This topic is meant to get you thinking about how the

technology you are learning is applied to the real world of
business. Each question will pertain to the lab you just
finished. As a note, you can use the below Troubleshooting
steps for the Business Scenario as they follow the same
format.

Topic E: Troubleshooting steps

In the troubleshooting section you’ll be taught how to implement the following steps to problem

solving.
Steps Troubleshooting Steps
Step 1 What is the problem?
Step 2 What are our options and what do they cost?
Step 3 What are the pros and cons of each option?
Step 4 When and how should you implement it?
Step 5 How do you measure the results to ensure the problem is fixed?




Topic F: Troubleshooting worksheet

1. What is the problem

2. What are our options and what do they cost?

3. What are the pros and cons of each options?

4. When and how should you implement it?

5. How do you measure the results to ensure the problem is fixed?




Topic G: Extra Iltems: Comments, examples, issues, and Quick-Steps

Extra items: There are three types of extra items: Comments, Examples, issues, and Quick-Steps. This
topic will explain what each additional item will cover.

Comments will serve one of two purposes. The first is comments will expand the reasoning and
knowledge for topics and steps. This is to give a great understanding of the topic or step itself and why
you are doing it. The second is to denote what screen the step takes place on. A # symbol will precede
each Comment. This was chosen for its role in PowerShell programming; the # symbol tells the
program that the following line is just a comment and shouldn’t be run with the program.

Examples provide an illustration of the instance. We may pull a small part of a topic out and give some
examples on that single part. The example will not be a part of the whole lab. Example: section
illustrates or expands a small part of a topic.

Issues will document instances of a known problem. The problem or known issue will be something
the author has tried as part of the lab, and it didn’t work. You will be given a search topic on the
known issue.

Quick-Steps are instructions for something you’ve done in a previous topic or book but is required for
an upcoming topic to work.

Topic H: Windows for Business and Industry concepts

The objective of the Windows Server Training series is to teach you how to apply Windows
applications to solve real world business problems. These Microsoft Windows labs are written to help
you not only survive but excel in your company’s business environment.
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Topic A: Lab Objectives

1. Learn how to use VSphere client
2. Learn how to navigate VSphere client

Topic B: Technology in Business

Businesses don’t like to spend money. Virtualization allows you to use existing hardware to create
additional workstations or servers for the business to use. These virtual machines can be rebuilt
quickly and are isolated from one another so malware attacks are also isolated. The advent of
virtualization also leads to greater technology like Software Defined Networking.

Topic C: Lab Definitions

VSphere: A proprietary virtual machine platform that allows you load Windows, Linux, and others OS
virtual machines.

Hyper-V: Proprietary Windows virtual machine platform.

Oracle VM: Proprietary Unix OS virtual machine platform.



Topic D: Install a vSphere Client

# Comment: The Environment already has your VSphere Client loaded. You will not be required to
install a VSphere Client. This topic is for your future use in the field.

# Comment: To access your virtualized server network, log on to the vSphere environment. You will log
on to the vSphere environment with a vSphere Client program. VSphere Client can be downloaded by
going to your local VMware vSphere Server home page. http://{your-vmware-server-ip} (Example:
http://192.168.1.6). Your instructor will give you the vSphere home page address or IP. After you open
your browser and type in the home page or IP address (e.g., 192.168.1.6), you will get a warning about
the security certificate.

1. Left Click Continue to this website (not recommended) # Comment: VMware vSphere Welcome
Screen will open

e\ _M‘ @ hitp://192.168.1.6/ L -a || & Certificate Error: Navigation... | ‘

'@) There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.
& Continue to this website (not recommended).

& More information
2. Left Click Download vSphere Client for Windows # Comment: If you are on a Windows workstation,
you may get a user control screen, Left Click Yes

VMware ESXi

Welcome

Getting Started
If you need to access this host remotely, use the following program
to install vSphere Client software. After running the installer, start
the client and log in ko this host.

* Download vSphere Client
To streamline your IT operations with vSphere, use the following
program to install vCenter. vCenter will help you consolidate and
optimize workload distribution across ESX hosts, reduce new system
deployment time from weeks to seconds, monitor your virtual
computing environment around the clock, avoid service disruptions
due to planned hardware maintenance or unexpected failure,
centralize access control, and automate system administration tasks.

« Download VMware vCenter
If you need more help, please refer to our documentation library:

* vSphere Documentation
You are running Dell Customized Image ESXi 5.1.0 A01(based on
ESXi 5.1.0 VMKernel Release Build 799733)

« Click here to visit support.dell.com

For Administrators

vSphere Remote Command Line

The Remote Command Line allows you to
use command line tools to manage vSphere
from a client machine, These tools can be
used in shell scripts to automate day-to-day
operations.

« Downlaad the Virtual Appliance

+ Download the Windows Installer (exe)

* Download the Linux Installer (tar.gz)

Web-Based Datastore Browser

Use your web browser to find and download
files (for example, virtual machine and
virtual disk files).

* Browse datastores in this host's inventory

For Developers

vSphere Web Services SDK

Leam about our latest SDKs, Toolkits, and
AP1s for managing VMware ESX, ESXi, and
VMware vCenter. Get sample code,
reference documentation, participate in our
Forum Discussions, and view our latest
Sessions and Webinars.

* Learn more about the Web Services SDK.
« Browse objects managed by this host

security warning: requesting you run or save the file.

3. Left Click Run # Comment: The client installation will begin. The vSphere client will give you a

Do you want to run or save VMware-viclient-all-5.1.0-78611 1.exe (347 MB) from vsphereclient.vmware.com? Run

10

Save

Cancel

x



Left Click Yes — User Account Control # Comment: A Windows workstation install requires you to
approve the EXSI install. You may or may not be required to provide security credentials. Enter an
administrator’s account and password and Click Ok if needed. vSphere client software will begin to

extract.
41% Extracting bt

Cancel

Select EnglisH from.tf-le Select the language for the installation from the choices below Drop-down

menu
Left Click Ok

VMware vSphere Client 6.0 - InstallShield Wizard s

Select the language for the installation from the choices below.

English [United States) ~

ol

Left Click Next to start the install # Comment: The vSphere 6.0 Client Installation wizard will open.
2 VMware vSphere Client 6.0 X

Welcome to the installation wizard for
VMware vSphere Client 6.0

The installation wizard will install VMware vSphere Client 6.0 on
your computer. To continue, dick Next.

Copyright (C) 1998-2016 YMware, Inc. All rights reserved. This
product is protected by copyright and intellectual property laws
in the United States and other countries as well as by
international treaties, YMware products are covered by ane or
VMware VSphEI’E more patents listed at http: //www.vmware.com/go/patents.

Client

8. Select | accept the terms in the license agreement # Comment: The Client wizard will present the
end-user patent agreement

9. Left Click Next

12 VMware vSphere Client 6.0 X
End User License Agreement
Flease read the following license agreement carefully.
VMWARE END USER LICENSE AGREEMENT &

PLEASE NOTE THAT THE TERMS OF THIS END USER
LICENSE AGREEMENT SHALL GOVERN YOUR USE OF
THE SOFTWARE, REGARDLESS OF ANY TERMS THAT
MAY APPEAR DURING THE INSTALLATION OF THE
SOFTWARE.

(®)1 accept the terms in the license agreement!

(D1 do not accept the terms in the license agresment

InstallShield

=
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10. Left Click Next # Comment: The Client wizard will allow you to select or change the directory or

location where you will install the vSphere client.

15 VMware vSphere Client 6.0 X

Destination Folder
Select the folder in which to install the product.

Install vSphere Client to:

C:\Program Files (x86) WMware\Infrastructure, Change...

InstallShield

< Back Cancel
11. Left Click Install

ﬁ VMware vSphere Client 6.0

X

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard,

Installshield

=

12. Left Click Finish # Comment: You will have a VMware vSphere Client icon on your desktop

Topic E: Log on with vSphere Client

# Comment: To log on to the vSphere server to work on your labs, you will need either an IP address or

a hostName set up on your DNS server. In the book example, we will use the IP 192.168.1.31 to log on
to vSphere. You will have a different IP assigned for your login.

1. Double Click your VMware vSphere Client desktop icon

Zlient

12



2. Enter your IP address in the IP address / Name: field # Comment: The following is a list of
parameters to log on to the vSphere server. Below is an example of a vSphere log-on and a fill-in-
the-blank for your environment. Please check with your instructor for your log information and
password.

3. Enter your Username in the User name: field

4. Enter your password in the Password: field

Item Book Example Your Environment

IP Address or Host Name 192.168.1.31

Active Directory DB and User Standard
Name (Case Sensitive)

Password Test123

5. Left Click Login
&) Whiware vSphere Client -

vmware

VMware vSphere™

Client

@ All vsphere features introduced in vSphere 5.5 and bevond are
available only through the wSphere Web Client, The traditional
wSphere Client will continue to operate, supporting the same
feature set as vSphere 5.0,

Ta directly manage a single host, enter the IP address or host name.
Tao manage multiple hosts, enter the IP address or name of a
wienter Server,

IP address | Mame: |192.168.1.31 l.j
User name: iStandard
Password: !**************l

™ Use windows session credentials

|

6. Left Click Ignore # Comment: The vSphere Inventory Screen will open
7. Double Click your assigned IP # Comment: Vsphere Inventory Screen. (Book Example: IP
192.168.1.6).

File Edit View Inventory Administration Plug-ins Help
B B |@ rome > g mventory bR iventory
mum ) sla@GB RS

B[ 19216816
@ dnst
& dnsz
@ s
@ is2 What is a Virtual Machine?
@
& s Avirtual machine is a software computer that, like a
@ swio physical computer, runs an operating system and
@ sz applications. An operating system installed on a virtual
g Wig machine is called a guest operating system
& 3 Because every virtual machine is an isolated computing
@ s environment, you can use virtual machines as desktop or
& s , as testing environments, or to
g e consolidate server applications.
7
@ e Virtual machines run on hosts. The same host can run & &
& se many virtual machines. N
& w1 Q
@ wstw?
@ wetwst
@ wazw7 Basic Tasks S -
ws2wd1
. [> Power on the virtual machine
& Edit virtual machine settings
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Topic F: Power on a virtual machine (workstation or server)
# Comment: This topic is for example only. Do not turn on your CROUTER.

1. Right Click the virtual machine you want to power on (Example: CROUTER)
2. Left Click Power
3. Left Click Power On # Comment: You will get a colored arrow on the virtual machine

File Ecit View Inventory Administration Plug-ins Help

5] ‘E} Home b gB Inventory b [l Inventory

mu > G(E @GR
Eh é:z.lss.us T
dnst
G dns2 [EIFESE R Summary | ResourceAllocation | Performance | E
B iist
g 2 What is a Virtual Machine?
& il Power v ] Power On Ctrl+B
G sl Guest v Power Off Ctil+E
% sr“'i Snapshot v Suspend Ctrl+Z |
sy
& sm2 Open Censole Reset Ctrl+ T
% S”i G Edit Settings.. Shut Down Guest  Ctrl+D g
sy t
G s Add Permission... Ctrl+P Restart Guest Ctrl+R N
% SW: Report Performance... Pplications.
sty
e Rename on hosts. The same host can run
srvg i
% i Open in New Window... Ctrl+Alt+N
G sl Remove from Inventory
% sl Delete from Disk
ws2wB1
@ [» Power on the virtual machine
G Edit virtual machine settings

4. Left Click Ok # Comment: Virtual Machine Question screen. VSphere may ask if your Virtual

Machine was copied.
@ Virtual Machine Question = =

Virtual Machine Message

This virtual machine might have been moved or copied. In order to configure certain
management and networking features, VMware ESX needs to knaw if this virtual machine was
maved or copied. If you don't know, answer "button, uuid.copiedThevM™,

" Cancel
" IMoved It
@ 1Copied It

Topic G: Open a virtual machine console window

1. Right Click virtual machine the virtual machine you want to view (Example: SRV1)

2. Left Click Open Console

3. Check Autofit Window
@
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Topic H: CROUTER Network Adapters in vSphere

# Comment: The CROUTER will control all your lab traffic, including subnets and public communication
with other environment networks.

Topic l: Assign a subnet to a Network Adapter CROUTER

# Comment: In this topic, you will set up the network adapters in VMware. You will use these
configurations in your other Labs.

1. Logon to vSphere with your user account
2. Right Click CROUTER
3. Left Click Edit Settings # Comment: The virtual machine properties screen will open for CROUTER.
@
File Edit View Inventory Administration Plug-ins Help

=

1': u Q Home [ ﬁﬂ Inventory | Eﬂ Inventory

Ny S EEGRE D

=] Q 192.168.1.31
73 [ crout
G dnsi Power 4

g dns2 Guest »
fis1
& iis2 Snapshot r

G sl = Open Console
& sMvI%E ™ E it Settings...

G sz

& srezo Add Permission... Chrl+P
vzl

% s1v3 Report Peformance...

g sned Rename
V5

G srve Open in Mew Window... Ctrl+Alt+N

& sn7 Remove from Inventory

Eh srve

Delete from Disk

G osnvd
& ts1
Eh wsiw?
G wsiwsl
G ws2w?
Eh ws2wsl
@ crouter - Virtual Machine Properties = =
Hardnare | options | Resources | Virtual Machine Version: 11 /&,
Device Status
I™ show All Devices ¥ Connectad
Sronae Summary W Connect at power on
E ?:L'J":W jm Mg Adapter Type
& videocard Video card Erlaies =
= VMCIdevice Deprecated
@ scsicontroller o LSILogic SAS
@5 cojovpdrivel [150_storage] ISOfwiin...
& Hard disk1 Virtual Disk ol &
& Floppydrive1 Client Device
EB Network adapter 1 (edite.. VM Network DirectPath 1/0
B Network adapter 2 (edite. VM Network Status: Not supported @
EB Network adapter 3 (edite.. VM Network T
EB Network adapter 4 (edite.. VM Network e
etwork label:
EB Network adapter 5 (edite... VM Network
BB Network adapter 6 (edite.. VM Network T S -
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